
 
 

COVID-19 Toolkit for Cybersecurity, Data Protection and Privacy 
 

Authored by LexisNexis Legal Writer team. 

 

This toolkit contains resources to help organisations manage cybersecurity, data protection and privacy law issues 

arising from the Novel Caronavirus (COVID-19) pandemic.  

 

General information about COVID-19 

• LexisNexis Information Hub COVID-19   

 

Legal resources 

 

For the latest updates in relation to cybersecurity, data protection and privacy law issues and COVID-19 generally, 

see:  

 

• Latest Legal Update (6 July 2020): Deadline for implementation of APRA’s Prudential Standard CPS 234 on 

information security takes effect from 1 July 2020 

• Latest Legal Update (25 June 2020) ASIC warns of rise in investment and crypto-scams during COVID-19 

• Latest Legal Update (18 June 2020) Privacy considerations with telehealth consultations 

• Latest Legal Update (12 June 2020): Office of the Australian Information Commissioner publishes guidance 

for businesses collecting personal information for COVID-19 contact tracing 

• Latest Legal Update (3 June 2020): Consumer Data Right — What lies ahead for 2020? 

• Latest Legal Update (27 May 2020): ACSC releases guidance for critical infrastructure providers to help 

reduce risk of cyber attack during COVID-19 pandemic 

• Latest Legal Update (21 May 2020): Online schooling increases privacy risks for children 

• Latest Legal Update (18 May 2020): No right to not hire or force staff to sign up to COVIDSafe app 

• Latest Legal Update (15 May 2020): COVIDSafe privacy safeguards become law 

• Latest Legal Update (14 May 2020): UK Supreme Court’s decision on vicarious liability for employee’s data 

breach highlights importance of robust organisational privacy policy, security and training for remote workers 

• Latest Legal Update (7 May 2020): Privacy Awareness Week 2020 — Tips on staying secure online from the 

Australian Information Commissioner and the Office of the Privacy Commissioner of Canada 

• Latest Legal Update (6 May 2020): COVIDSafe draft legislation released 

• Latest Legal Update (28 April 2020): OAIC supports privacy protections in COVIDSafe contact tracing App 

• Latest Legal Update (22 April 2020): ACSC warns cyber scams mount during COVID-19 crisis 

• Latest Legal Update (16 April 2020): The Office of the Australian Information Commissioner reiterates 

importance of conducting Privacy Impact Assessments to assess privacy risks with remote working 

arrangements during COVID-19 pandemic 

• Latest Legal Update (2 April 2020): Ongoing threat of COVID-19-related online scams and increased risk of 

notifiable data breaches 

https://advance.lexis.com/api/document?collection=analytical-materials-au&id=urn:contentItem:5YXN-YFT1-JFKM-600X-00000-00&context=
https://www.lexisnexis.com.au/en/COVID19
https://www.lexisnexis.com.au/__data/assets/pdf_file/0008/331838/Deadline-for-implementation-of-APRAs-Prudential-Standard-CPS.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0008/331838/Deadline-for-implementation-of-APRAs-Prudential-Standard-CPS.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/330643/LLU-ASIC-warns-of-rise-in-investment-and-cypto-assets.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0018/330642/LLU-Privacy-considerations-during-telehealth.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/329410/COVIDhub-OAIC-publishes-guidance-on-contact.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/329410/COVIDhub-OAIC-publishes-guidance-on-contact.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0007/328759/Latest-Legal-Update-Consumer-Data-Right-What-l_Tracey-Brewer-1.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0012/327999/LLU-ACSC-releases-guidance-for-critical-infrastr_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0012/327999/LLU-ACSC-releases-guidance-for-critical-infrastr_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0010/327439/COVIDhub-Online-schooling-leads-to-increased-pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0007/327157/2020-LNPG-COVID-19-TOOLKIT-Employer-decisions_Yoness-Blackmore.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0011/326918/LLU-COVIDSafe-privacy-safeguards-become-law_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325489/LLU-CovidSafe-draft-legislation-released_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/324724/LLU-OAIC-supports-privacy-protections-in-COVIDSa_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0003/324390/LLU-ACSC-warns-cyber-scams-mount-during-COVID-19_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0013/322231/Ongoing-threat-of-COVID-19-related-online-scams-and-increased-risk-of-notifiable-data-breaches.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0013/322231/Ongoing-threat-of-COVID-19-related-online-scams-and-increased-risk-of-notifiable-data-breaches.pdf
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• Latest Legal Update (26 March 2020): Australian Signals Directorate issues cyber security warning for 

remote working in response to COVID-19 

• Latest Legal Update (26 March 2020): Office of the Information Commissioner publishes guidance on privacy 

obligations during the COVID-19 pandemic 

 

Working from home during COVID-19 

 

As part of a nation-wide strategy to reduce the spread of Coronavirus (COVID-19), many organisations have 

transitioned their workforce to remote working. While working from home arrangements may be effective to slow the 

community spread of COVID-19 from person to person, they present challenges that can be different than on-premise 

work. The following content provides guidance for organisations seeking to manage the challenges of a remote 

working during COVID-19: 

 

• Latest Legal Update (27 May 2020): ACSC releases guidance for critical infrastructure providers to help 

reduce risk of cyber attack during COVID-19 pandemic 

• Latest Legal Update (21 May 2020): Online schooling increases privacy risks for children 

• Latest Legal Update (14 May 2020): UK Supreme Court’s decision on vicarious liability for employee’s data 

breach highlights importance of robust organisational privacy policy, security and training for remote workers 

• Latest Legal Update (7 May 2020): Privacy Awareness Week 2020 — Tips on staying secure online from the 

Australian Information Commissioner and the Office of the Privacy Commissioner of Canada 

• Latest Legal Update (22 April 2020): ACSC warns cyber scams mount during COVID-19 crisis 

• Latest Legal Update (16 April 2020): The Office of the Australian Information Commissioner reiterates 

importance of conducting Privacy Impact Assessments to assess privacy risks with remote working 

arrangements during COVID-19 pandemic 

• Latest Legal Update (2 April 2020): Ongoing threat of COVID-19-related online scams and increased risk of 

notifiable data breaches 

• Latest Legal Update (26 March 2020): Australian Signals Directorate issues cyber security warning for 

remote working in response to COVID-19 

• Latest Legal Update (26 March 2020): Office of the Information Commissioner publishes guidance on privacy 

obligations during the COVID-19 pandemic 

• Cybersecurity strategy, Ensuring data protection compliance 

• Data security, Data security obligations and data security breaches 

• Data security, Personal data security breach management 

• Privacy, Planning and implementing new projects 

• Checklist: Cybersecurity strategy — Checklist for remote working 

• Checklist: Computer and device use guideline 

• Checklist: Ensuring data protection compliance 

• Checklist: Staff training on data protection compliance guideline 

 

Cybersecurity concerns during COVID-19: 

 

The following content provides guidance for organisations seeking to manage cybersecurity concerns during COVID-

https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/321524/Australian-Signals-Directorate-issues-cyber-security-warning-for-remote-working-in-response-to-COVID-19.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/321524/Australian-Signals-Directorate-issues-cyber-security-warning-for-remote-working-in-response-to-COVID-19.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0015/321531/Office-of-Information-Commissioner-issues-guidance-on-privacy-obligations-during-COVID-19-pandemic.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0015/321531/Office-of-Information-Commissioner-issues-guidance-on-privacy-obligations-during-COVID-19-pandemic.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0012/327999/LLU-ACSC-releases-guidance-for-critical-infrastr_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0012/327999/LLU-ACSC-releases-guidance-for-critical-infrastr_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0010/327439/COVIDhub-Online-schooling-leads-to-increased-pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0003/324390/LLU-ACSC-warns-cyber-scams-mount-during-COVID-19_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0013/322231/Ongoing-threat-of-COVID-19-related-online-scams-and-increased-risk-of-notifiable-data-breaches.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0013/322231/Ongoing-threat-of-COVID-19-related-online-scams-and-increased-risk-of-notifiable-data-breaches.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/321524/Australian-Signals-Directorate-issues-cyber-security-warning-for-remote-working-in-response-to-COVID-19.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/321524/Australian-Signals-Directorate-issues-cyber-security-warning-for-remote-working-in-response-to-COVID-19.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0015/321531/Office-of-Information-Commissioner-issues-guidance-on-privacy-obligations-during-COVID-19-pandemic.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0015/321531/Office-of-Information-Commissioner-issues-guidance-on-privacy-obligations-during-COVID-19-pandemic.pdf
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-PSK1-JNJT-B2W5-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-PSK1-JNJT-B2W6-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-PSK1-JNJT-B2W7-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-PSK1-JNJT-B2VY-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5YN4-06S1-JXG3-X4S5-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M440-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M446-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M442-00000-00&context=
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19: 

 

• Latest Legal Update (6 July 2020): Deadline for implementation of APRA’s Prudential Standard CPS 234 on 

information security takes effect from 1 July 2020 

• Latest Legal Update (25 June 2020) ASIC warns of rise in investment and crypto-scams during COVID-19 

• Latest Legal Update (12 June 2020): Office of the Australian Information Commissioner publishes guidance 

for businesses collecting personal information for COVID-19 contact tracing 

• Latest Legal Update (27 May 2020): ACSC releases guidance for critical infrastructure providers to help 

reduce risk of cyber attack during COVID-19 pandemic 

• Latest Legal Update (21 May 2020): Online schooling increases privacy risks for children 

• Latest Legal Update (14 May 2020): UK Supreme Court’s decision on vicarious liability for employee’s data 

breach highlights importance of robust organisational privacy policy, security and training for remote workers 

• Latest Legal Update (7 May 2020): Privacy Awareness Week 2020 — Tips on staying secure online from the 

Australian Information Commissioner and the Office of the Privacy Commissioner of Canada 

• Latest Legal Update (22 April 2020): ACSC warns cyber scams mount during COVID-19 crisis 

• Latest Legal Update (2 April 2020): Ongoing threat of COVID-19-related online scams and increased risk of 

notifiable data breaches 

• Latest Legal Update (26 March 2020): Australian Signals Directorate issues cyber security warning for 

remote working in response to COVID-19 

• Cybersecurity Strategy, Ensuring data protection compliance 

• Checklist: Cybersecurity strategy — Checklist for remote working 

• Checklist: Overall cybersecurity guideline 

• Checklist: Computer and device use guideline 

• Checklist: Ensuring data protection compliance 

• Checklist: Staff training on data protection compliance guideline 

 

Data protection concerns during COVID-19: 

 

The following content provides guidance for organisations seeking to manage data protection concerns during 

COVID-19: 

 

• Latest Legal Update (6 July 2020): Deadline for implementation of APRA’s Prudential Standard CPS 234 on 

information security takes effect from 1 July 2020 

• Latest Legal Update (25 June 2020) ASIC warns of rise in investment and crypto-scams during COVID-19 

• Latest Legal Update (18 June 2020) Privacy considerations with telehealth consultations 

• Latest Legal Update (12 June 2020): Office of the Australian Information Commissioner publishes guidance 

for businesses collecting personal information for COVID-19 contact tracing 

• Latest Legal Update (3 June 2020): Consumer Data Right — What lies ahead for 2020? 

• Latest Legal Update (27 May 2020): ACSC releases guidance for critical infrastructure providers to help 

reduce risk of cyber attack during COVID-19 pandemic 

• Latest Legal Update (21 May 2020): Online schooling increases privacy risks for children 

https://www.lexisnexis.com.au/__data/assets/pdf_file/0008/331838/Deadline-for-implementation-of-APRAs-Prudential-Standard-CPS.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0008/331838/Deadline-for-implementation-of-APRAs-Prudential-Standard-CPS.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/330643/LLU-ASIC-warns-of-rise-in-investment-and-cypto-assets.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/329410/COVIDhub-OAIC-publishes-guidance-on-contact.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/329410/COVIDhub-OAIC-publishes-guidance-on-contact.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0012/327999/LLU-ACSC-releases-guidance-for-critical-infrastr_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0012/327999/LLU-ACSC-releases-guidance-for-critical-infrastr_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0010/327439/COVIDhub-Online-schooling-leads-to-increased-pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0003/324390/LLU-ACSC-warns-cyber-scams-mount-during-COVID-19_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0013/322231/Ongoing-threat-of-COVID-19-related-online-scams-and-increased-risk-of-notifiable-data-breaches.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0013/322231/Ongoing-threat-of-COVID-19-related-online-scams-and-increased-risk-of-notifiable-data-breaches.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/321524/Australian-Signals-Directorate-issues-cyber-security-warning-for-remote-working-in-response-to-COVID-19.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/321524/Australian-Signals-Directorate-issues-cyber-security-warning-for-remote-working-in-response-to-COVID-19.pdf
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-PSK1-JNJT-B2W5-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5YN4-06S1-JXG3-X4S5-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M443-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M440-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M446-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M442-00000-00&context=
https://www.lexisnexis.com.au/__data/assets/pdf_file/0008/331838/Deadline-for-implementation-of-APRAs-Prudential-Standard-CPS.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0008/331838/Deadline-for-implementation-of-APRAs-Prudential-Standard-CPS.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/330643/LLU-ASIC-warns-of-rise-in-investment-and-cypto-assets.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0018/330642/LLU-Privacy-considerations-during-telehealth.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/329410/COVIDhub-OAIC-publishes-guidance-on-contact.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/329410/COVIDhub-OAIC-publishes-guidance-on-contact.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0007/328759/Latest-Legal-Update-Consumer-Data-Right-What-l_Tracey-Brewer-1.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0012/327999/LLU-ACSC-releases-guidance-for-critical-infrastr_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0012/327999/LLU-ACSC-releases-guidance-for-critical-infrastr_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0010/327439/COVIDhub-Online-schooling-leads-to-increased-pri_Tracey-Brewer.pdf
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• Latest Legal Update (18 May 2020): No right to not hire or force staff to sign up to COVIDSafe app 

• Latest Legal Update (15 May 2020): COVIDSafe privacy safeguards become law 

• Latest Legal Update (14 May 2020): UK Supreme Court’s decision on vicarious liability for employee’s data 

breach highlights importance of robust organisational privacy policy, security and training for remote workers 

• Latest Legal Update (7 May 2020): Privacy Awareness Week 2020 — Tips on staying secure online from the 

Australian Information Commissioner and the Office of the Privacy Commissioner of Canada 

• Latest Legal Update (6 May 2020): COVIDSafe draft legislation released 

• Latest Legal Update (28 April 2020): OAIC supports privacy protections in COVIDSafe contact tracing App 

• Latest Legal Update (22 April 2020): ACSC warns cyber scams mount during COVID-19 crisis 

• Latest Legal Update (16 April 2020): The Office of the Australian Information Commissioner reiterates 

importance of conducting Privacy Impact Assessments to assess privacy risks with remote working 

arrangements during COVID-19 pandemic 

• Latest Legal Update (2 April 2020): Ongoing threat of COVID-19-related online scams and increased risk of 

notifiable data breaches 

• Latest Legal Update (26 March 2020): Australian Signals Directorate issues cyber security warning for 

remote working in response to COVID-19 

• Latest Legal Update (26 March 2020): Office of the Information Commissioner publishes guidance on privacy 

obligations during the COVID-19 pandemic 

• Data Security, Data security obligations and data security breaches 

• Data Security, Personal data security breach management 

• Checklist: Data security — Checklist for collection, use and disclosure of information — COVID-19 

• Checklist: Data security — Checklist for disaster recovery planning 

• Checklist: Data security — Checklist for data security audit plan 

• Checklist: Ensuring data protection compliance 

• Checklist: Staff training on data protection compliance guideline 

• Checklist: Data breach assessment guideline 

• Checklist: Data breach response guideline 

 

Privacy concerns during COVID-19: 

 

The following content provides guidance for organisations seeking to manage privacy concerns during COVID-19. 

 

• Latest Legal Update (18 June 2020) Privacy considerations with telehealth consultations 

• Latest Legal Update (12 June 2020): Office of the Australian Information Commissioner publishes guidance 

for businesses collecting personal information for COVID-19 contact tracing 

• Latest Legal Update (3 June 2020): Consumer Data Right — What lies ahead for 2020? 

• Latest Legal Update (21 May 2020): Online schooling increases privacy risks for children 

• Latest Legal Update (18 May 2020): No right to not hire or force staff to sign up to COVIDSafe app 

• Latest Legal Update (15 May 2020): COVIDSafe privacy safeguards become law 

https://www.lexisnexis.com.au/__data/assets/pdf_file/0007/327157/2020-LNPG-COVID-19-TOOLKIT-Employer-decisions_Yoness-Blackmore.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0011/326918/LLU-COVIDSafe-privacy-safeguards-become-law_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325489/LLU-CovidSafe-draft-legislation-released_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/324724/LLU-OAIC-supports-privacy-protections-in-COVIDSa_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0003/324390/LLU-ACSC-warns-cyber-scams-mount-during-COVID-19_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0013/322231/Ongoing-threat-of-COVID-19-related-online-scams-and-increased-risk-of-notifiable-data-breaches.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0013/322231/Ongoing-threat-of-COVID-19-related-online-scams-and-increased-risk-of-notifiable-data-breaches.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/321524/Australian-Signals-Directorate-issues-cyber-security-warning-for-remote-working-in-response-to-COVID-19.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/321524/Australian-Signals-Directorate-issues-cyber-security-warning-for-remote-working-in-response-to-COVID-19.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0015/321531/Office-of-Information-Commissioner-issues-guidance-on-privacy-obligations-during-COVID-19-pandemic.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0015/321531/Office-of-Information-Commissioner-issues-guidance-on-privacy-obligations-during-COVID-19-pandemic.pdf
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-PSK1-JNJT-B2W6-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-PSK1-JNJT-B2W7-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:603J-D541-F2TK-23W8-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M44C-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M43Y-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M446-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M442-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M447-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-RD11-JSC5-M445-00000-00&context=
https://www.lexisnexis.com.au/__data/assets/pdf_file/0018/330642/LLU-Privacy-considerations-during-telehealth.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/329410/COVIDhub-OAIC-publishes-guidance-on-contact.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0019/329410/COVIDhub-OAIC-publishes-guidance-on-contact.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0007/328759/Latest-Legal-Update-Consumer-Data-Right-What-l_Tracey-Brewer-1.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0010/327439/COVIDhub-Online-schooling-leads-to-increased-pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0007/327157/2020-LNPG-COVID-19-TOOLKIT-Employer-decisions_Yoness-Blackmore.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0011/326918/LLU-COVIDSafe-privacy-safeguards-become-law_Tracey-Brewer.pdf
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• Latest Legal Update (14 May 2020): UK Supreme Court’s decision on vicarious liability for employee’s data 

breach highlights importance of robust organisational privacy policy, security and training for remote workers 

• Latest Legal Update (7 May 2020): Privacy Awareness Week 2020 — Tips on staying secure online from the 

Australian Information Commissioner and the Office of the Privacy Commissioner of Canada 

• Latest Legal Update (6 May 2020): COVIDSafe draft legislation released 

• Latest Legal Update (28 April 2020): OAIC supports privacy protections in COVIDSafe contact tracing App 

• Latest Legal Update (16 April 2020): The Office of the Australian Information Commissioner reiterates 

importance of conducting Privacy Impact Assessments to assess privacy risks with remote working 

arrangements during COVID-19 pandemic 

• Latest Legal Update (26 March 2020): Office of the Information Commissioner publishes guidance on privacy 

obligations during the COVID-19 pandemic 

• Privacy, Implementing a privacy by design approach 

• Privacy, Securing information across the information life cycle 

• Privacy, Planning and implementing new projects 

• Checklist: Privacy by Design — Practical checklist 

• Checklist: Privacy — Internal guidelines for staff 

• Checklist: Data security — Checklist for collection, use and disclosure of information — COVID-19 

 

Medical information and resources 

 

 General 

• Coronavirus Health Information Line 1800 020 080  

• Elsevier Novel Coronavirus Information Center  

• OECD Health  

• Australian Medical Association  

 

Commonwealth 

• Australian Department of Health  

• Coronavirus (COVID-19) health alert  

• Coronavirus (COVID-19) news and media  

• Coronavirus (COVID-19) resources  

• Federal Health Minister — Greg Hunt — Media releases   

• Department of Home Affairs — COVID-19 (Coronavirus) and the Australian border  

 

New South Wales 

• NSW Department of Health — Latest updates on COVID-19 (Coronavirus)  

• NSW Department of Health — 2020 media releases from NSW Health Minister Brad Hazzard  

 

Victoria 

https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0005/326831/COVIDhub-UK-Supreme-Courts-decision-on-vicarious_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325822/COVIDhub-Privacy-Awareness-Week-2020-Tips-on-st_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/325489/LLU-CovidSafe-draft-legislation-released_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0004/324724/LLU-OAIC-supports-privacy-protections-in-COVIDSa_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0017/324512/LLU-OAIC-reiterates-importance-of-conducting-Pri_Tracey-Brewer.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0015/321531/Office-of-Information-Commissioner-issues-guidance-on-privacy-obligations-during-COVID-19-pandemic.pdf
https://www.lexisnexis.com.au/__data/assets/pdf_file/0015/321531/Office-of-Information-Commissioner-issues-guidance-on-privacy-obligations-during-COVID-19-pandemic.pdf
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-R5K1-JBDT-B0S7-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-R5K1-JBDT-B0S8-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5PXH-PSK1-JNJT-B2VY-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5TY5-VM41-DXPM-S3SX-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:5V0F-S3Y1-JCJ5-24KM-00000-00&context=
https://advance.lexis.com/api/document?collection=practical-guidance-au&id=urn:contentItem:603J-D541-F2TK-23W8-00000-00&context=
https://www.elsevier.com/connect/coronavirus-information-center
https://www.oecd.org/health/
https://ama.com.au/
https://www.health.gov.au/
https://www.health.gov.au/news/health-alerts/novel-coronavirus-2019-ncov-health-alert
https://www.health.gov.au/news/health-alerts/novel-coronavirus-2019-ncov-health-alert/coronavirus-covid-19-news-and-media
https://www.health.gov.au/news/health-alerts/novel-coronavirus-2019-ncov-health-alert/coronavirus-covid-19-resources
https://www.health.gov.au/ministers/the-hon-greg-hunt-mp/media
https://covid19.homeaffairs.gov.au/
https://www.health.nsw.gov.au/Infectious/diseases/Pages/covid-19-latest.aspx
https://www.health.nsw.gov.au/news/Pages/2020-minister-for-health.aspx
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• VIC Department of Health and Human Services — Coronavirus disease (COVID-19) Updates  

• VIC Health Minister — Jenny Mikakos — Media releases  

 

Queensland 

• Queensland Government — Novel coronavirus (COVID-19) update  

• Queensland Health — COVID-19 specific media releases  

 

Western Australia 

• WA Department of Health — Coronavirus (COVID-19) — Homepage of updates, pdf snapshots and videos 

 

• WA Department of Health — COVID-19 Clinical Alerts  

 

South Australia 

• SA Health — Latest Updates — COVID-19  

• SA Health — Coronavirus disease 2019 (COVID-19)  

• Information for Business and Industry — COVID-19  

 

Tasmania 

• Tas Department of Health — Coronavirus  

 

Australian Capital Territory 

• ACT Health — Latest information about novel coronavirus (COVID-19) in the ACT  

• Rachel Stephen-Smith Health Minister — Media Releases  

 

Northern Territory 

• SecureNT — Coronavirus (COVID-19) updates  
 

 
End of Document 

 

https://www.dhhs.vic.gov.au/coronavirus
https://www.jennymikakos.com.au/media-centre/media-releases/
https://www.qld.gov.au/health/conditions/health-alerts/coronavirus-covid-19
https://www.health.qld.gov.au/news-events/doh-media-releases
https://ww2.health.wa.gov.au/Articles/A_E/Coronavirus
https://ww2.health.wa.gov.au/Articles/A_E/Coronavirus/COVID-19-clinical-alerts
https://www.sahealth.sa.gov.au/wps/wcm/connect/public+content/sa+health+internet/health+topics/health+topics+a+-+z/covid+2019/latest+updates/latest+updates+-+covid-19
https://www.sahealth.sa.gov.au/wps/wcm/connect/public+content/sa+health+internet/health+topics/health+topics+a+-+z/covid+2019/novel+coronavirus
https://www.sahealth.sa.gov.au/wps/wcm/connect/public+content/sa+health+internet/health+topics/health+topics+a+-+z/covid+2019/business+and+industry/information+for+business+and+industry+-+covid-19
https://www.dhhs.tas.gov.au/publichealth/communicable_diseases_prevention_unit/infectious_diseases/coronavirus
https://www.covid19.act.gov.au/
https://www.cmtedd.act.gov.au/open_government/inform/act_government_media_releases/rachel-stephen-smith-mla-media-releases
https://coronavirus.nt.gov.au/

