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How safe is CovidSafe? 
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Abstract:  

Research from the University of Adelaide’s School of Computer Science has found Australia’s 

COVIDSafe contact tracing app to be one of the safest in the world. The study, titled Vetting Security 

and Privacy of Global COVID-19 Contact Tracing Applications, compares the security and privacy of 

34 COVID-19 worldwide tracing apps downloaded on Android devices.  

Governments and public health authorities have implemented considerable measures to combat the 

spread of COVID-19. One such method is contact tracing, ie the process of identifying infected 

individuals and those that they may have come in contact with. Contact tracing apps use Bluetooth to 

record close and prolonged interactions between individuals. Despite their significance in the fight 

against COVID-19, contact tracing apps have come under heavy scrutiny due to potential breaches of 

privacy and security.  

In the study, the first of its kind, cybersecurity experts from the University of Adelaide analysed security 

and privacy data from 34 official global contact tracing apps available from the Google Play Store. Each 

app had been downloaded in excess of 10,000 times. According to the research, Australia’s COVIDSafe 

app was found to be one of the safer tracing apps. One of the reasons for this is that the COVIDSafe 

app, in its latest version, stores data in an encrypted form on a device.  

70% of the apps in the research sample were found to pose potential security risk due to the inadequate 

storage of sensitive data. 75% of the sample apps contained at least one tracker, for example, 

Facebook Analytics or Google Firebase Analytics, increasing the risk of data being leaked to a third 

party. Researchers state that security risks may be addressed by for example, storing data in an 

encrypted form rather than in clear text. However, the study concludes that when it comes to privacy, 

none of the apps in the sample were considered impenetrable and that at present, there are no solutions 

that can protect a user’s privacy against every potential attack.  

For further detail on the COVIDSafe App, see: COVIDSafe privacy safeguards become law; OAIC 

supports privacy protections in COVIDSafe contact tracing App 
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